MOLUEHHUYECTBO B MHTEPHETE:
HeobxoauMbie CpeAcTBa 3alUMUTDI

MpouBeTalLWmMii BU3HEC Ha KaXKAO0M U3 Hac

CoBpeMeHHble TexHUYeCcKMe Cpeacrtsa oO4vYeHb CUIbHO WUW3MEeHWUIU Buabl
MOLUEHHUYECTBa, KOTOpble MCMOJIb3YITCA 3/10yMbilIEHHUKAMU. OHU MOTYT,
HanpuMmep, noaaenbiBaTb CaWTbl, cO34aTb CTPaHULY abCoONTHO UAEHTUYHYIO
CTpaHuue MHTepHeT-MarasmHa c Hy)XXHbIM BaM TOBapoOM, HO Npu onnaTte AeHbru
oTNpaBATCSA HaNpPAMYIO K MOLLEHHUKaM.

CaMbIM pacnpoCcTpaHeHHbIM CNoco6oM MolleHHMYecTBa B MHTepHeTe aBnaetca «dullinHm, C ero
MOMOLLbIO MOLLUEHHMKIM BbIY>XMBAOT Y MOMb30BaTENA JaHHbIE M MOTOM MUCMOMb3YT MX B CBOMX Lenax. B
MIHTepHeTEe CyLLEeCTBYET OFPOMHOE MHOXECTBO PULLMHIOBLIX CAaUTOB. OHUM MOTYT KOMMPOBATb CTPAHMULLY,
HanpwuMep, N3BECTHOWM coLceTU. [pKn MOoMbITKE BOMTM B CBOM MPOdUb Ha TaKOM CalTe MOLUEHHUKMN
Mony4YaT MOMHbIM AOCTYMN K BalleMY aKKayHTY.

OHWM C NErkocTbio NoafenbiBatoT Nobon HoMep TerledoHa U He TOMbKO ero Undpbl, HO OaXke MOoryT
coenaTb Tak,YTo MpW 3BOHKe PeBEHOK YBUAUT HAAMUCh, HAaMpUMep, «MONMLMA», «<MaMax, «<bpaT» U T.N. Bonee
MOMOBUHbI POCCUSH PerynapHO Noy4datoT 3BOHKM OT MOLWEHHMKOB (Mo AaHHbIM BLIMOM). CTpalwHo? EcTb
crnocobbl OCTaHOBUTb 3/10YMbILLITEHHUKOB!

KniouyeBoun Bonpoc
Kak NpoTUBOCTOATb MPEeCTYMNHbIM OENCTBUAM MOLLUEHHUKOB?



BHuMaHue!

CoBpeMeHHble MOLUEHHUKU aKTUBHO MUCMOJMb3YIOT cOouMUaNbHYIO UHXXEeHepuio
— NCcuUxosiorm4yeckme rnpuemMmMbl, BbiHy)XaatloLime xepTBy caenatb MME@HHO To, UTO
HY>XHO MOLLUEHHUKY, HaripuMep NepemnTmn No ccbifike, CKavyaTb BPeAOHOCHbIN dann
nnun coobwnTb Kog 3 CMC. Mo paHHbIM BLLIMOM, 9% poccusH Tepsanu geHbru B
pe3ynbTaTte AencTBU MHTEpHET-MOLLEHHUKOB, a 6% 3aaBMS/IM O KpaXKe KPYMHbIX
CYyMM.

3a 4eM XKe oxoTATCcA UMPpoBblie MOLUEHHUKN?

« [OeHbru;
« [llepcoHanbHble AaHHbIe;
« JloruHbl u Naponu.

Hapo 3anoMHUTD!

1.

[Ona coBpeMeHHbIX MOLUEHHWMKOB MepcoHalibHble OaHHble ABMAKOTCA HE MeHee LUEHHbIMUW, 4YeM
OEeHeXXHble CpeacTBa, a MHOIMOA OHW Aayke nonesHee. MIMeHHO C MOMOLLbIO MepCOHabHbIX OaHHbIX
MPEeCTYNMHNKN OTHMUMAKOT Yy XepTBbl OJeHeXHble CpeCTBa, BXOOA K Hen B noBepue. Kpome TOro,
nepcoHasribHble OaHHble CaMW 1O cebe mnmetoT LeHHOCTb, Beb MOLIEeHHUKWN MOryT npogaBaTb KX
OPYIrMM MPeCTyrnMHMKaM.

KpoMe OHMNaMH-MOLIEHHMKOB CYLLEeCTBYeT [Opyrad, He MeHee ornacHaa rpynna — TenedoHHble
MOLLUEeHHUKN. OHU MOTYT MPeacTaBUTbCH KEM YroOHO: COTPYAHMKOM 6aHKa, monuuumu, npucnatb CMC oT
MMeHU poacTBeHHMKa. OHU TakyXKe MCMOMb3YHOT COLManbHY MHXEHEPWIO, MbiTadCh YKPACTb AaHHbIE.
iHoroa MOLIEeHHUKM crneLranbHO OXOTATCH 3a Mo/I0COM YefloBeKa, Hanpumep, 3adaBag HaBa3uMBble
BOMPOCHI. VX MHTepecyeT To, Kak aboHeHT Ha3oBeT cBou DO, a TakxKe cKaxkeT: «[a». B ganbHenwem
MOLLUEHHUKM MOTYT UCMONb30BaTb 3aMMCK rofioca A9 BXoda B 6aHKOBCKMIN aKKayHT XepTBbl, FOI0COM
noaTeepyaaa 6aHKOBCKMeE onepaumn.

Elwle ogHa onacHoCTb B VHTepHeTe — CKPblTble MiaTHble MOAMUCKU. MHOrme MOLIEHHWKU UK
Heno6pOCOBECTHbIe OpPraHM3aLU MM NPOBOLIMPYIOT Nosib3oBaTenien Ha odopMieHne MoanMCoK TaknMm
o6pa3oM, YTO MoSMb3oBaTeNlb y3HaeT 06 3TOM TOMbKO TOrAa, Korga 0bHapy»KUT perynapHoe cnmcaHme
JeHer co CBOero cyeTa. TaKyto CKPbITYO MOAMMCKY MOYXXHO C/y4YalHO 0dopMUTb NMpPU Nepexode Ha
CaWT C NMUPATCKUM KOHTEHTOM, MPU CKadMBaHWUKM Galna UNmM NPUNOXXEHUa UK NPU onfaTe Kakow-
nméo ycnyru B MIHTepHeTe. Tak, HanpuMep, OgHOKPaTHO KyMKMB YTO-TMBO UMK MOXKepTBOBaB AeHbIu,
MOXHO He 3aMeTUTb rasiouKy, KoTopas NoATBePyKOaeT Ballle corfnacue Ha Noanucky. MHorga cosgatenm
caWTa crelumranbHO genatoT 3Ty rasoyky efBa PasInymMMon UK JaXke BOBCE CKPbITOM C oKpaHa. byabte
6ouTeNbHbI!

Mone3sHble coBeTbl

Kak 3alumMTuTh pebeHKa oT MoLleHHUu4YecTBa B UHTepHeTe?

1.

B nepByto odepenb cnenyeT HayuynTb pebeHka nepenpoBepsaTb MHGopMaLMio. B cnydae ¢ canTamm
cnepnyetT obpallaTb BHUMaHME Ha afpeCHY0 CTPOKY — HET MM B adpece calTa KakKMx-NMbo NaMeHeHnm
WM HETOYHOCTeW. ECnn agpec oTIM4YaeTcs OT HAacTOALLEro AaxKe Ha OAMH CUMBOJ —3TO ABHbIN MPU3HAaK
noadenku. Ecnv BxogdaulMii 3BOHOK MOCTyMNaeT oT MpeactaBuTend 6aHka WM OpYyron CTPYKTYpPbI,
cnefyeT CaMOCTOATENbHO MNEePEe3BOHWTb B 3Ty OPraHM3aLmMio U 3adaTh MM BOMPOC, €CTb TN Y HUX TaKoW
COTPYOHUK M MOT /1M OH BaM celyac 3BOHUTb. Yalle Bcero 6aHkM He OCYyLLEeCTBNFI0T onepaumm no
3BOHKaM. OgHaKo CredyeT yYnTbiBaTb, YTO MOLLEHHUKM MOTYT Le/TMKOM CKOMMPOBaTb AayKe HacTodA WM M
HOMEP U MPeacTaBMUTbCA HAaCTOALLMM UMEeHEM COTpyOHMKA.

Ob6bACHUTE pebeHKy, YTo He cneayeT MPUHKMMaTb MOCMeLlHbIX pelleHUM. MoLeHHUKM MoryT TpeboBaTb
OT YKepPTBbl MPUHATb peLleHmne B TeKYLLMM MOMEHT. OHM pPacCUMTbIBAOT Ha TO, YTO B CreLlKe, NaHuKe
WU CTpaxe YenoBeK yTpaTUT 64MTENbHOCTb M OXOTHee corfacuTca Ha nepesof AeHer. B TakoM cniydae
MOXHO OTBeTUTb: «Cendac g Bce MPOoBepo M NepPe3BOHIO BaM», UMK «MNepe3BOHMTe MHe Yepe3 5-10
MUHYT, MHE HY)XHO BpeMd, YTobbl nogyMaTb». OBblYHO 3TOr0 BPEMEHU XBaTaeT YenoBeky, YToObl
pacro3HaTb MOLLUEHHMKOB, MPOBEePUTb MHPOPMALIMIO U HE AOMNYCTUTb OLUMOKM.



3. PebeHka cregyeT MNpuydnTb 6epedb CBOW MepcoHalbHble JaHHble C pPaHHero Bo3pacTa. PebeHoK
JOMKEeH 3HaTb, YTO MMEHHO OTHOCUTCS K MepcoHarbHbIM OaHHbIM U YTO WX HENb3s pa3Mellatb B
MHTepHeTe 6e3 HeobxogmMMocTh. OMacHOCTb MPEeACTaBAaioT Kak caMu OaHHble, Tak 1 doTorpadum
JOKYMeHTOB. [layke MpocToe pasMelleHne HoMepa TenedoHa B COLManbHOW CETU MOXKET NMPUBECTU K
HexkenaTenbHbIM 3BOHKaM, CraMmy, Yrpo3aM UMM LaHTaxy.

4, Ecnny pebeHka y»ke ecTb BaHKOBCKadA KapTa, He CledyeT XpaHWUTb Ha HeM MHOro geHer. Jlydlle Bcero
K1acTb AeHbrM Ha KapTy Toraa, Koraa oH CobMpaeTcsa YTO-TO MOTPaTUTb UITU XPaHWTb Ha Hen Heb6o bl oe
KOJTIMYECTBO AeHer, KOTopOoe He CTpallHO ByaeT noTepaTb.

5. He npwuBsasbiBanTe TenedoH pebeHka K GAaHKOBCKMM KapTaM, cuyeTaM, MfaTexXHbIM cucTemMaM. Bcee
nnaTexu 3a pebeHka fy4dlle NpoBoAMTb CAMOCTOATEbHO.

6. OrpaHu4YMBanTe YCTAaHOBKY MPUIOXeHWM Ha TenedoH pebeHka. Hannume Ha TenedoHe aHTUBMpPYCa U
POOUTENBCKOIO KOHTPOMA MO3BO/UT 3aLLUUTUTL TeredOoH OT criaMa M BPedoHOCHbIX MporpamMm.

7. YCTaHOBUTE OrPaHUMYEHUd M KOHTPO/b Ha MOBUNbHOM cyeTe pe6eHKa. JINMUT pacxonLoB, MOXHO
YCTaHOBUTb B JIMYHOM KabuHeTe MOBUMIBbHOIO ornepaTopa. TaM e MOXXHO OTKJTIOYUTb BO3MOXXHOCTb
OCbOpMJ'IeHl/IFl MJATHbIX MOAONMMCOK M1 USMEHEHUNA Tapmcba.

8. Haydute pe6eHKa OornacatbCHd 3BOHKOB C HE3HAaKOMbIX HOMEePOB U He Nnepe3BaHMBaTb Ha HUX. KJ'II-O6OMy
3BOHKY C HEM3BECTHOIO HOMepa creayeT OTHOCUTLCSH C OCTOPOXKHOCTbIO. ECN Mepe3BOHUTbL Ha TakoM
HOMep, BaC MOTIyT rnepeBecCtn Ha JIMHUIKO, roe 3a KaXKaytd MMUMHYTY Pa3roBopa C Balllero cyeta 6y,£|.yT
CMCbIBATbCA OrPOMHbIe OeHblrn.

9. O6bacHUTe pebeHKy, YTO Helb3d MepexoduTb Mo ccbikaM M3 CMC 1 3arpy»katb ¢aifibl, KoTopble
MPULLIY C HEU3BECTHOIMO HOoMepa. Takown dali UMM CCbifika MOTYT YCTaHOBUTb Ha YCTPOMCTBO BUPYC
MM OTNPaBUTb BCe JaHHble Bnaaesbla TefiedboHa NPaMo B PYKM K MOLLEHHWKaM.

10. MoakntounTe pebeHKy 3alMTy OT HexenaTerbHbIX 3BOHKOB. Takasd GyHKLMA eCcTb Y CMapTPOHOB Ha
cucteMax Android 1 iOS. OHa No3BOUT OTOUNBTPOBATb CMaM, 3BOHKM C OMACHbIX U HeenaTebHbIX
HOMEpOB.

1. Ecnun pebeHOoK yyke CTan »epTBOW MOLLUEHHWKOB, CledyeT HeMeaieHHo obpaTUTbcs B nonumuumio. He
3abynbTe CoxpaHUTb BCe OoKa3aTeNbCTBa MOLUEHHUYECKOM OeATEeNIbHOCTUM — CKPUHLLOTbI CaWTOB,
nepenmcok, KBUTaHLUMKM OHMaH-MNIaTEXEN.

JINYHBIN NpuUMep

YcTaHOBUTE Ha cMapTdPoHe pebeHKa HaAeXXHbl Naposib, KOTOPbIA OH AOJ/HKEH
3HaTb Hau3yCTb U HU C KEM He JenuTtbcda. To 06e30MacuUT yCTPOMUCTBO MNpU
nonagaHuUn B PYKKU Yy)>KUX Ntogen, B TOM Yncne gpyrmux geten.

HALMOHAJIbHbIN lﬁjura Caiit
LLEHTP NTOMOLLA Q e3onacHoro o
NPOMABLUMM U NOCTPAQABLUMM AETAM

UHTEepHeTa ligainternet.ru
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