NEPCOHAJIbHbIE ALAHHDIE:
LEHUM U YMEEM COXPAHATD!

YTO HAAO 3HATb O NepPCOHasNIbHbIX AAHHbIX

MepcoHanbHble AaHHble — BCe AaHHble O YenoBeKe, CBOero poga «nacnopTt ero
NMYHoCcTU». X cnepyeT TWaTeNnbHO 6epeyb U He pacKpbiBaTb B MHTepHeTe 6e3
Heo6xoAMMOCTU. B NPOTUBHOM Cllyyae 3TO MOXXeT NMPUBECTU KOUYEeHb HENPUATHbLIM
nocneacTBUAM: HeXXenaTesibHbIM 3BOHKaM, cnaMy, Kpake AeHer U JOoKYMEHTOB,
aKKayHTOB, pa3/IM4HbIM MOLLEHHUYECKNM AeNcTBUAM. be3onacHOCTb — 3TO Halla
HenpepeKaeMasa LLeHHOCTb ANng aeTem n B3pocsbix!

YTO OTHOCUTCHA K NepcoHasiIbHbIM AAaHHbIM?

—

damunusa, nms, oT4eCTBO;

HomMepa u pekBU3nUTbl Bcex AoKyMeHToB (nacnopt, CHUJ1C, MHH, cBuaeTenbCcTBO O pOXKOAEHUU,
aTTecTaT 06 06pasoBaHUU, MEAULIMHCKUM NONNUC U T.M.);

BaHKOBCKMe paHHble (HoMep cueTa, KapThl, NMH-Kog, CVV-kopa v T.Mn.);

Bawa KOHTaKTHasa uHPopMauusa (HomMepa TenedoHOB, agpeca 3IEKTPOHHOM MOouYTbl, agpeca
YKUTENbCTBA, paboTbl UK yUuebbl);

doTorpadpum n Buaeo3anmcum c BallMM UsobparkeHuem;
JdaHHble 0 BaWlnX poacTBeHHUKaX;
Bawin norvHbl U naponu.

KnioueBon Bonpoc:
HackoNbKO peanbHO 1 KaK COXPaHUTb
MnepcoHanbHble JaHHble Ballen ceMbn?



BHuMaHue!

Bonee Tpetn poccugaH (37%) He 3HaIOT, AJ19 Yero U KaK MOryT 6biTb MCMOJ/1b30BaHbl
rnepcoHasnbHble gaHHble (Mo gaHHbIM BLIMOM)!

CouceTn, MecceHO)Xepbl U BUOEOXOCTUHIM eXXeOgHeBHO cobupaldoT O Hac
OrPOMHOE KOJTMYeCcTBO AaHHbIX. [lenaeTcsa 3To, B NepByto ovepeb, And 3apaboTka
neHer. BonblUMHCTBO KpyMHbIX niatdopM — 6ecnnatHbl, Bedb UX Bnagenblbl
3apabaTbiBaloT Ha CBOMX Mosib30oBaTeNnsax. TodHee — Ha UX NepPCOHaNbHbIX OAaHHbIX,
npu nepenpoaaxe uin MUCnonb3oBaHUKM B pekname. CouceTn U MecceHaKepbl
6epyT 3TU AaHHble He TONTbKO 13 Npodunaa Nnonb3oBaTesNd, HO U U3 ero Nnepernuncku.
Ob6paTnTe BHWUMaHME: BCA Nepernuncka MNOCTOAHHO XPaHUTCA Ha cepBepax
COLIMANbHOM CEeTU UM MEeCCeHOXXepa, MO3TOMY B pe3yfibTaTe YTeUKU, KPpaXn unm
XaKepCKOM aTaKu Ballla YaCTHas XM3Hb MOXKET CTaTb JOCTOAHUEM 0BLLECTBEHHOCTW.

NUCTOUHUKMU 6eabl

He cToMT HageaTbca Ha «npwuBaTHble» MNybnuKauMuy, MNPOCMaTPUBaATb KOTOPbIE MOXET TOJSbKO
OrPaHUYEHHbIN KPYr SUL, KOTOPbIX HacCTpamBaeT caM Mosfb3oBaTesb. Bedb yTeuka MOXeT Mpou3onTu
yepes Nboro 13 aTux nogen. MiHorga NpomncxoaaT KpynHble yTeuKu, B pe3ynbrate Yero gaHHble Thicad
rnofib3oBaTenen nornagatoT B OTKPbITbIM OOCTYyM. HO 4valle Bcero nosib3oBaTesiM CaMU BblKa4blBatoT
MHbopMaLmo o cebe B VHTepHEeT. 3alutute cebda 1 cBoto cembio! 80% MHPoOPMaLUK O >KepTBax
MNPEeCTYNHUKM HaXoOAaAT B cOLManbHbIX CETAX (MO AaHHbIM POoCcKOMHaa30pa).

KpoMe nepcoHarnbHbIX AaHHbIX O KaykKO0OM YefioBeke CO6MpatoTcd TakKe ero GoTo- U BUOeOM3006parkeHMS.
COBpPEMEHHOIO YefioBeka eXeOHEeBHO CHMMAIOT COTHU BUOEOKaMep, PachofOXeHHbIX B MyOGMUYHbIX
MecTax. 2Ta MHbopMaLUma cobupaeTcs, B MepBylo o4depedb, roCydapCTBEHHbIMU OpraHaMu C Lefbto
obecriedeHnsa 6e30MaCcHOCTM, PACKPLITUA MPeCTyrieHnin 1 T.n. OgHaKo criedyeT MOMHWUTb, UTO Takme
BMOE03arMCM MOTYT MOMAaCTb M B PYKMU K LLUAHTAXKMCTaM UM MHbIM 3[T0yMblLLTEHHMKaM. ByabTe 0CTOpPOXKHbI!
He nomMoranTe MoLLEHHMKaM, 0OBPOBObHO NMepenaBad MM rNepcoHasbHble AaHHbIe.

B TeKyLLI,eVI CUTYyaumnmn 6ONbLUMHCTBO MopTasioB OPraHoOB B/1aCT M KOMMepP4YeCKNX KOMMaHWM CTaHOBATCSH
obbeKTaMu XaKepPCKMX aTaK B eXXxeHEBHOM peXxXxmnMe.

Tak, 3a nocnegHee BpeMs B Ny6NMUYHbIM OOCTYN yTeKnM 6a3bl AaHHbIX MoJfib3oBaTeNlel KOMMaHUN
«AHOeKc.Eqa» U KNMMeHTOB MegULUMHCKOM nabopatopumn «feMoTtecT». Bce 3TO NpomMcxoguT ns-3a Toro,
yTo B PoccuM OO0 CUX MOpP HEeT CyLecTBeHHOM aAMUHUCTPAaTUBHOMN U YrofIoOBHOWM OTBETCTBEHHOCTU
nng onepaTtopoB rnoao6HbIX 6a3. Tak, «AHaekc.Eqa» «otaenanacb» wTpadom Bcero fuLlb B 60 Thicsiy
py6énen.

Ba>XHO MOMHMUTb, YTO MN3-3a XaJ1TaTHOCTU U/TU DKOHOMUMUU KOMMAHUU Ha XpaHeHn"
OaHHbIX, KOTOPbI€ Mbl OCTaB/1deM, OCI)OpMﬂFlFl KapTO4KYy B MaraamHe, Ha 3anpaBKe
unun nrobéom Apyrom MecTte MoryT CtaTb A4OCTOAHUNEM o6LecTBEeHHOCTMW.

Hago noMHUTDL!

AKTVBHbIM Monb3oBaTenb MHTepHeTa ocTaBndeT UMdpoBOW cned — MHOMOAa CBOW MOJHbIM MOPTPET:
cocTogHMe 300PO0OBbS, BHELWHOCTb U dUM3MYecKMe OaHHble, MPUBbIYKK, MecTa NpebblBaHUA, YPOBeHb
aoxofa, AaHHble O TUMYHOM U UHTUMHOM XXU3HU M MHOroe apyroe. MNpunoxeHusa Ha TenedoHe MoryT
MoNy4mnTb OOCTYN MUKPO®DOHY, KaMepe, akcenepomeTpy (Mcronb3yeTca ONa U3MepeHuda OBUMMKEHUN
YCTPOWMCTBa) U CNeAuTb 3a CBOWMM TMOSb30BaTeNleM KpyriocyTodHo. Bcé 370 MOXKeT MpencTaBnaTb
MHTepecC ONg MPecTynHUKOB! MOLIEHHMYECTBO, WaHTa)X, TPaBNg — BOT HEMOMHbIMA CMMUCOK TOoro, Ang
4Yero 3M0yMbILUEHHUKM MOTMYT MCMNOMb30BaTb MHbOPMaLMIO O Mofb3oBaTenax. CneguTe 3a KynbTypowu
MoBedEeHMA B CETU, COXPaHANTE CBOI YaCTHYO XM3Hb 1 KOHDUOEHUManbHOCTb!

B COOTBETCTBUU C AEMNCTBYIOLIMM 3aKOHOOATENbCTBOM 0601 rpakgaHMH BRpaBe oTKa3aTbcHd OT
npenocTaBfieHNs CBOUX MepCOHanbHbIX OaHHbIX. Cornacve Ha o6paboTKy NepcoHasbHbIX OAHHbIX
MOXKeT 6bITb OTO3BaHO FPaXKAAaHMHOM Yy OpraHM3aumMmn B N0o60M MOMEHT.

Ecnu Bac NMPUHYXXAAIOT K NMOANMUCAHMIO COrNacusi Ha 06pa6oTKy NMepCOoHaNIbHbIX AaHHbIX U
OTKa3biBalOT B NPEAOCTAB/ICHUM YCNIyIrU, CMeJio o6paljainTech B NPOKypaTypy.



NMone3Hble coBeThI

MNocoBeTynTe cBoeMy pebeHKy NMpu perncTpaumm B CoLUManbHbIX CETAX MCMOMb30BaTb TOMbKO MM
UM NCeBOOHUM (HUKHENM).

CneguTe 3a TeM, UTObbl pebeHOK He pa3Mellarn B MHTepHeTe NULLIHIOK MHDOPMaLIMIO: IOe OH XUBET,
roe y4uTcsd, Kakol OOPOror XOOUT Ha YPOKM U T.M.

B HacTpolKkax kaMepbl Ha TenedoHe criefyeT OTKIOUMNTb reoTern (reosiokaLmo, MecTo CbeMKu). ITa
dYHKLUMA NMoKasblBaeT, e MMeHHOo Aenanacbk ¢otorpadua. B TakoM crydyae Mobon yKenatoLwmii rno
GOTO MOXKET OTC/1IeMTb MNofb3oBaTens.

MNonesHo BbyaeT HAaCTPOUTb NPWBATHOCTb B akkayHTe cBoero pebeHka. TakMM obpasomM ero npodusb
CMOTYT CMOTPETb TOSIbKO €ro Apy3bs.

Ob6baAcHUTE pe6eHKy, YTO HeNMb39 BblK1aablBaTb B IHTepHET CbOTO NI CKaH-KOMnn ero OKyMeHTOB
MM GaHKOBCKMX KapT.

PacckaxkmTte pebE&HKy, YTo MepcoHaNbHbIMW OAaHHbIMU CTOUT OEeUTbCH TOMbKO C OrPaHMYEHHbIM
KPYroM NnunL, — caMbiMX ONM3KMMKW. He CcTouT mepedaBaTb TakMe OaHHble OpYy3baM, @ 0COBEeHHO
HEe3HaKOMbIM JTIOOAM M3 COLICETEN.

Pe6éHKy Hado 3HaTb, 4YTO 3JI0YMbILWWITEeHHUKM MOryT TMblTaTbCA BbIBEOATb MHCbOpMaLI,l/HO n
MnepcoHasibHble JaHHble Yepe3 JTIM4YHble cooblleHnd B COoLUManibHbIX CceTaX. OcobeHHO BHMMATENbHO
CTOUT pearnpoBaTb Ha CCbIJTKWN, KOTOPble HE3HaAaKOMLLbl MPUCbIJTaloT pe6'e'HKy B JTMYHbBIX COOBLLIEHUNSX.
ﬂqu_IJe Mo HMM He nepexoanTb, a HeN3BeCTHbIe Cbal;U"lbI — He OTKPbIBATb.

PacckaxkuTe pebeHkKy, UTo Hesb3da MoAKtodaThcd K NepBoMy monaBlieMycsa 6ecrnnatHoMy Wi-Fi B
nyGnn4yHOM MecTe. Yepes Takyto B6ecnnaTHyo CeTb 3/10YMbILLMIEHHWUKM MOTYT MoflydaTb OOCTyN K
MepCcoHasbHbIM JaHHbIM MoMb30BaTeewn.

JINYHbIN NpuUMep
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TwaTtenbHo oTébupamTe PoTO M BUOEO, KOTOpPble Bbl CaMU BblK/lagbiBaeTe B
NHTepHeT!

HALIMOHANbHBIN o lﬁmra Caiit

LEHTP MOMOLLKX S ) 0€30MacHOro lieai
NPOMABLUMM U NOCTPAQABLUMM AETAM
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